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Abstract

Network performance evaluation plays a critical role in ensuring the
efficiency, reliability, and quality of modern communication
systems. This paper presents a systematic review of three major
network performance evaluation techniques: benchmarking,
monitoring, and simulation. The study analyzes their principles,
strengths, limitations, and practical applications. A comparative
analysis is provided to highlight their differences in terms of
accuracy, cost, flexibility, and real-time applicability. The
qualitative ratings used in this comparison are linked directly to
specific supporting studies from the reviewed literature, making the
assessment traceable rather than purely subjective. A decision-
oriented framework is further proposed to map common network
scenarios to the most suitable evaluation technique. Furthermore,
the paper discusses emerging trends such as Artificial Intelligence,
Software Defined Networking, and Digital Twin technologies,
supported by a dedicated comparison with prior surveys that
clarifies the specific gap this review addresses. The findings show
that selecting the appropriate evaluation method depends on the
network environment, research objectives, and available resources.
Keywords: Network Performance Evaluation, Benchmarking,
Monitoring, Simulation, QoS, Digital Twin.

1 ISTJ — Volume 39-1 1 - 39 22al) - Al 5 & slall A 5al) dlall


http://www.doi.org/10.62341/istj-vol39-1-ah18
mailto:hassan.algbaly@gmail.com

International Science and Volume 39 1) Ty el Tl Al )
_Technology Journal Part 1 sl bk ———— <
45 0l ) ISTJA T

Network Performance Evaluation Using Benchmarking, Monitoring,
and Simulation
http://www.doi.org/10.62341/istj-vol39-1-ah18

BlSlaally Ad)yally aasall (ubidl) aladils Gl ool and

S e Hua
L ¢ @lis e @palel = Fpeorigh clsiall el agaal
ORCID: 0009-0007-2682-6221
hassan.algbaly@gmail.com

uadlall

Labail 5agmg Aigises 5eliS laca 8 Lage Dysd lSudll olal aui didee Caals
eIl s B Aoty il D Aungia daalye Aj5l) 038 aaii. daal) YLty
Gl 038 {golse dusdyall (L. BSLaally (Al yall ¢ crmpal) Gulidll g clSadl
c:\.dS'.'\Sb (d8al) G e dabdas 45580 aﬁ] & culaall L@SM) Wagang Ll
sl Lobiy) D) 28,00 o5 LS, il aill b (sl iy cdig sall
Gaad) Glaaly A<ual) Aokl g o) damll jled) e cuavigally cfialll
(el oIS i dand) Glaladyl QIS Al Jolims. daliall 3))salls
gonall L) o ) s ) gl iy ciaayn Al @il
oslladll Gl (gginns Jaladll (o iapally ASuEl) Ay e ading ] Akl

Bagn BSlaal) (Adhall ¢ panyall Gebill (DI ool aui sAualidal) clalsl)
LN sl daadl)

1. INTRODUCTION

Computer networks have become a fundamental part of modern
digital infrastructures, supporting a wide range of services such as
cloud computing, Internet of Things (IoT), multimedia applications,
e-commerce, and enterprise systems (Kurose & Ross, 2021; Zhang
et al., 2010). With the rapid growth of communication technologies
and the increasing demand for high-speed, reliable, and scalable
connectivity, maintaining efficient network performance has

become a critical requirement for organizations, service providers,
and researchers.
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Network performance evaluation plays a vital role in assessing
the effectiveness of network architectures, communication
protocols, and management strategies. It helps researchers and
network administrators identify bottlenecks, optimize resource
utilization, improve Quality of Service (QoS), and enhance the
overall user experience (Hofstede et al., 2014; Jain, 1991; Abbasi et
al., 2021). Effective performance evaluation is essential to ensure
network reliability, stability, and efficiency, especially in large-
scale and dynamic communication environments.

Over the years, several techniques have been developed to
evaluate network performance. Among the most widely adopted
approaches are benchmarking, monitoring, and simulation (vom
Lehn et al., 2008; Hofstede et al., 2014; Jain, 1991). Benchmarking
focuses on measuring network performance under predefined and
controlled conditions. Monitoring observes real-time network
behavior in operational environments, allowing administrators to
detect anomalies and performance degradation. Simulation provides
a flexible and cost-effective environment for modeling network
behavior and evaluating network scenarios before real deployment.

Although these techniques share the same general objective,
each approach offers different advantages and limitations in terms
of accuracy, cost, flexibility, and real-time applicability.
Benchmarking provides highly accurate and repeatable
measurements, monitoring delivers continuous visibility into live
networks, and simulation enables researchers to test complex
scenarios with minimal cost. Therefore, understanding the strengths
and weaknesses of these techniques is essential for selecting the
most appropriate performance evaluation method.

With the emergence of Software Defined Networking (SDN),
Edge Computing, Artificial Intelligence (Al), and Digital Twin
technologies, network environments have become increasingly
complex and dynamic (Feamster et al., 2014; Mao et al., 2017).
These advancements have created new challenges in network
performance evaluation, requiring more intelligent, adaptive, and
scalable evaluation techniques.

This paper presents a systematic review of network
performance evaluation techniques, focusing on benchmarking,
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monitoring, and simulation. The study analyzes their principles,
methodologies, strengths, limitations, and practical applications.
Furthermore, a comparative analysis is provided to support
researchers and practitioners in selecting suitable evaluation
techniques for different networking environments and research
objectives.

While several prior studies have addressed network
performance evaluation, most focus on a single technique in
isolation. Hofstede et al. (2014) and Lee et al. (2014) specifically
surveyed network monitoring approaches, without addressing
benchmarking or simulation. Jain (1991) provided a foundational
treatment of performance analysis methods, but this work predates
modern networking paradigms such as Software Defined
Networking, cloud/edge computing, and Al-driven network
management. Similarly, vom Lehn et al. (2008) focused exclusively
on comparing simulation tools. To the best of our knowledge, no
existing survey jointly examines benchmarking, monitoring, and
simulation within a unified comparative framework while explicitly
linking them to emerging paradigms such as SDN, Al, and Digital
Twin technologies, this paper addresses this gap.

The main contributions of this paper are as follows:
*Providing a comprehensive overview of network performance
evaluation concepts and metrics.
*Reviewing the fundamental principles of benchmarking,
monitoring, and simulation techniques.
*Comparing the strengths and limitations of each evaluation
approach.
Ildentifying emerging trends and future research directions in
network performance evaluation.
*Proposing a decision-oriented framework that maps evaluation
techniques to specific network scenarios, translating the
comparative analysis into practical, actionable guidance.

2. RESEARCH METHODOLOGY

This study follows a Systematic Literature Review (SLR)
methodology to analyze and compare the major network
performance evaluation techniques, including benchmarking,
monitoring, and simulation.
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2.1. SEARCH STRATEGY
The literature search was conducted using several well-known
academic databases, including IEEE Xplore, ACM Digital Library,
SpringerLink, Elsevier ScienceDirect, and Google Scholar. The
search focused on both foundational and recent studies published
between 1991 and 2026 to ensure comprehensive coverage of
classical and emerging network performance evaluation techniques.
2.2. INCLUSION CRITERIA
To ensure the quality and relevance of the selected studies, the
following inclusion criteria were applied:
*Articles published between 1991 and 2026.
*Peer-reviewed journal and conference papers.
*Articles written in English.
Studies directly related to network performance evaluation.
*Research focusing on benchmarking, monitoring, simulation, or
performance metrics.
2.3. EXCLUSION CRITERIA
The following exclusion criteria were used to filter irrelevant
studies:
*Articles published before 1991.
*Non-peer-reviewed articles, reports, or blogs.
*Duplicate studies across different databases.
*Studies not directly related to network performance evaluation.
+Articles focusing on unrelated fields outside computer networking.
2.4. STUDY SELECTION PROCESS
Table 1 summarizes the study selection process followed in the
systematic search component of this review.

Table 1. Study selection process summar

Stage No. of Studies
Records identified from databases 65
Duplicate records removed 10
Records screened by title/abstract 55
Records excluded as not relevant 28
Full-text studies assessed 27
Studies excluded after full-text review 7
Final studies included in the review 20
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Figure 1 presents the same selection process as a PRISMA-style
flow diagram, illustrating how the initial set of records identified
through the systematic database search was progressively narrowed
down to the 20 studies included through that process. The remaining
26 sources discussed in this review are not part of this PRISMA
funnel: 4 recent works on Al-driven network digital twins (Li et al.,
2025; Villa et al.,, 2024; Dhamala et al., 2024; Banisadr &
Hesselbach, 2024) were added through targeted manual search,
while 22 well-established surveys and foundational studies (Al-
Fuqaha et al., 2015; Nguyen & Armitage, 2008; Pacheco et al.,
2019; Abbasi et al., 2021; Zehra et al., 2023; Xia et al., 2015; Nunes
et al., 2014; Hu et al., 2014; Ahmad et al., 2015; Scott-Hayward et
al., 2016; Rafique et al., 2020; Mao et al., 2017; Tosup et al., 2011;
Heidemann et al., 2001; Mihai et al., 2022; Wu et al., 2021; Khan et
al., 2022; Bianchi, 2000; Al-Saadi et al., 2019; Adams, 2013;
Briscoe et al., 2016; Guck et al., 2018) were incorporated to broaden
topical coverage, as detailed in Section B.4.
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Figure 1. PRISMA flow diagram of the study identification, screening,
eligibility, and inclusion process.
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This methodology provides a systematic and reliable foundation
for analyzing current network performance evaluation techniques
and identifying future research directions.

3 NETWORK PERFORMANCE FUNDAMENTALS

Network performance refers to the effectiveness and efficiency
of data communication within a network (Kurose & Ross, 2021; Xie
etal., 2019).

It is a critical factor in determining the quality of network
services and the ability of the network to support different
applications and users. Network performance evaluation helps
researchers and administrators measure how well a network
operates under different conditions and workloads. By analyzing
performance, organizations can identify bottlenecks, optimize
resource utilization, and improve the overall Quality of Service
(QoS).

Several Key Performance Indicators (KPIs) are commonly used
to measure network performance, including bandwidth, throughput,
latencys, jitter, packet loss, and reliability (Hofstede et al., 2014; Xie
etal., 2019; Abbasi et al., 2021).

Bandwidth represents the maximum amount of data that can be
transmitted over a network connection within a given period of time.
It is usually measured in bits per second (bps) and indicates the
capacity of the communication channel. Throughput, on the other
hand, refers to the actual amount of data successfully transmitted
from source to destination during a specific time. While bandwidth
shows the potential capacity, throughput reflects the real
performance achieved, and is shaped in practice by lower-layer
effects such as wireless medium contention, for which Bianchi's
analytical model of the IEEE 802.11 distributed coordination
function remains a foundational reference (Bianchi, 2000), as well
as by transport-layer congestion control behavior (Al-Saadi et al.,
2019).

Latency is the time required for data to travel from the sender to
the receiver. Lower latency is essential for real-time applications
such as video conferencing, online gaming, and voice
communication, and a broad range of techniques for reducing it
across different sources of delay has itself been the subject of
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dedicated survey work (Briscoe et al., 2016). Jitter refers to the
variation in packet delay over time. High jitter can negatively affect
the quality of real-time services by causing inconsistent data
delivery. Packet loss occurs when data packets fail to reach their
destination, and is also influenced by router-level buffer
management policies, which active queue management schemes are
specifically designed to address (Adams, 2013). It can reduce
network performance and lead to communication errors,
retransmissions, and service interruptions. Reliability measures the
consistency and stability of the network over time, indicating its
ability to maintain communication without failures. Table 2
summarizes the main network performance metrics and their
significance (Jain, 1991).

TABLE 2. Key network performance metrics

KPI Definition Importance
. . Determines network
Bandwidth Max. data transfer capacity .
capacity
Throughput Actual data successfully sent Reflects real performance
Latency Time delay in transmission Key for real-time use
Jitter Variation in packet delay Affects service stability
Packet Loss Lost packets during transmission Impacts comm. quality
Reliability Network stability/consistency Ensures cor}tlnuous
operation

Understanding these performance fundamentals is essential before
applying benchmarking, monitoring, and simulation techniques.
These metrics serve as the foundation for evaluating, comparing,
and improving modern computer networks.

4 . BENCHMARKING TECHNIQUES

Benchmarking is one of the commonly used techniques for
evaluating network performance (Jain, 1991; Li et al., 2010). It
refers to the process of measuring the performance of a network,
device, protocol, or system under predefined and controlled
conditions. The main purpose of benchmarking is to provide
objective performance results that can be used for comparison,
validation, and improvement.
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In computer networks, benchmarking can be used to evaluate
several performance aspects, such as throughput, latency, packet
loss, jitter, bandwidth utilization, and response time. These metrics
help researchers and network administrators understand how well a
network performs under different traffic loads and operational
scenarios. One of the main advantages of benchmarking is that it
provides measurable and comparable results. For example, two
routing protocols or two network devices can be tested under the
same conditions to determine which one provides better
performance. This makes benchmarking useful in both academic
research and practical network design.

Several practical tools are commonly used to perform network
benchmarking. iPerf, and its successor iPerf3, is one of the most
widely used open-source tools for measuring achievable bandwidth
and throughput between two endpoints over TCP and UDP. Netperf
provides similar throughput measurement capabilities, with
additional support for evaluating latency and request-response
performance under controlled load. For benchmarking access-
network performance from the end-user side, tools such as Ookla
Speedtest are widely used to measure download and upload
throughput and latency under real, rather than fully controlled,
conditions. At a larger scale, structured benchmarking studies such
as CloudCmp (Li et al.,, 2010) and the many-tasks scientific
computing benchmarks of Iosup et al. (2011) apply these same
principles systematically, running standardized benchmark suites to
compare the performance of different public cloud providers across
multiple metrics. These tools illustrate how the throughput, latency,
and jitter metrics discussed earlier are operationalized in practice.

However, benchmarking also has some limitations. It often
requires a controlled testing environment, specific tools, and well-
defined test scenarios. In addition, benchmarking results may not
always fully represent real-world network behavior because actual
networks are affected by many dynamic factors, such as user
activity, traffic variation, hardware limitations, and unexpected
failures. Despite these limitations, benchmarking remains an
important method in network performance evaluation (Jain, 1991;
Li et al., 2010). When properly designed, it can provide valuable
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insights into the strengths and weaknesses of network components
and help in making informed decisions regarding network
optimization, protocol selection, and infrastructure planning.

5 NETWORK MONITORING TECHNIQUES

Network monitoring is a key technique used to evaluate
operational computer networks in real-time (Hofstede et al., 2014;
Lee et al., 2014; Claffy et al., 1995; Abbasi et al., 2021). Unlike
benchmarking, which is usually conducted under controlled testing
conditions, network monitoring focuses on observing real-time
network behavior in live environments. It enables network
administrators to continuously collect performance data, detect
faults, analyze traffic patterns, and respond to service degradation
before it affects users (Barford & Plonka, 2001; Dovrolis et al.,
2001).

Network monitoring can be classified into two main approaches:
active monitoring and passive monitoring. Active monitoring
involves generating test traffic or probe packets to measure specific
performance metrics such as latency, packet loss, response time, and
availability. This approach is useful for testing network paths and
service responsiveness. However, it may introduce additional traffic
overhead. Passive monitoring, on the other hand, observes actual
network traffic without injecting additional packets. It is useful for
analyzing real user traffic, detecting anomalies, and understanding
application behavior, but it may require advanced tools and careful
data analysis. Machine learning has increasingly been applied to
passive monitoring data to automate traffic classification, building
on early foundational work (Nguyen & Armitage, 2008) through
more recent systematic surveys of machine-learning-based
classification approaches (Pacheco et al., 2019) and deep-learning-
based traffic monitoring and analysis frameworks (Abbasi et al.,
2021).

Fault detection is one of the most important functions of network
monitoring. By continuously observing network devices, links, and
services, monitoring systems can identify failures, congestion,
abnormal traffic, and performance degradation (Zehra et al., 2023).
This helps administrators take corrective actions quickly and
maintain service continuity. Traffic analysis is another important

10 ISTJ — Volume 39-1 1 - 39 2=l - A 5 o slall 440 5all Alaall



http://www.doi.org/10.62341/istj-vol39-1-ah18

International Science and Volume 39 1) Ty el Tl Al

mtrraational heimers mad Terlasiags Jemraal

ool downal © - Parc 1 s ey 2K

Network Performance Evaluation Using Benchmarking, Monitoring,
and Simulation
http://www.doi.org/10.62341/istj-vol39-1-ah18

aspect, as it allows organizations to understand bandwidth usage,
detect bottlenecks, identify unusual traffic patterns, and improve
network planning.

Several tools are commonly used for network monitoring and
traffic analysis. Wireshark is widely used for packet-level traffic
inspection and protocol analysis. Nagios provides infrastructure
monitoring, alerting, and service availability checking. Zabbix is
another powerful monitoring platform that supports network device
monitoring, performance metrics collection, visualization, and
alerting. These tools help administrators gain practical insight into
network behavior and support effective performance management
(Lee et al., 2014).

Despite its advantages, network monitoring also has some
limitations. It may require continuous resource usage, storage for
collected data, and proper configuration of monitoring tools. In
addition, analyzing large volumes of monitoring data can be
complex, especially in large-scale networks. Nevertheless, network
monitoring remains essential for ensuring reliability, detecting
faults, maintaining Quality of Service (QoS), and improving the
overall performance of modern computer networks.

6 . NETWORK SIMULATION TECHNIQUES

Network simulation is one of the most widely used approaches
for evaluating network performance in research and development
(vom Lehn et al., 2008; Varga & Hornig, 2008; Henderson et al.,
2008).

It provides a virtual environment where network behavior,
protocols, and traffic patterns can be modeled and analyzed without
the need for physical infrastructure.

Simulation techniques allow researchers to study different
network scenarios, test protocol performance, and analyze the
impact of various parameters such as bandwidth, delay, packet loss,
and node mobility. This approach is particularly useful in large-
scale or complex network environments where real-world
implementation may be costly, time-consuming, or impractical.

Several network simulation tools such as NS-3, OMNeT++, and
OPNET are commonly used in performance evaluation (Varga &
Hornig, 2008; Henderson et al., 2008). These tools enable
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researchers to create customizable network models and simulate real
communication behaviors under different conditions, although, as
discussed early on in the simulation literature, the credibility of such
results depends heavily on careful validation of the underlying
simulation models (Heidemann et al., 2001).

More recently, simulation research has begun to move beyond
traditional discrete-event simulators toward Al-assisted and digital-
twin-based emulation platforms. For example, Villa et al. (2024)
demonstrated how the Colosseum wireless testbed can function as a
digital twin that bridges real-world experimentation with large-scale
network emulation, while Dhamala et al. (2024) applied graph
neural networks to improve the accuracy of simulation-based
performance prediction in the RouteNet model. These developments
indicate a gradual convergence between classical network
simulation and the data-driven techniques discussed further in
Section H.

One of the main advantages of network simulation is its
flexibility. Researchers can modify network topologies, traffic
loads, and protocol configurations easily. In addition, simulation
reduces the cost of experimentation and allows repeated testing
under identical conditions.

However, simulation also has limitations. The results depend
heavily on the accuracy of the simulation model and assumptions.
In some cases, simulated environments may not fully reflect real-
world network behavior due to unpredictable factors such as
hardware limitations, user behavior, and environmental conditions
(vom Lehn et al., 2008).

Despite these challenges, network simulation remains a powerful
and essential technique in network performance evaluation. It is
widely used for protocol design, performance comparison,
scalability testing, and future network planning.

7 .COMPARATIVE ANALYSIS

A comparative analysis of network performance evaluation
techniques is essential to understand the strengths, limitations, and
applicability of each method (Hofstede et al., 2014; Jain, 1991;
Henderson et al., 2008).
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Benchmarking, Monitoring, and Simulation are widely used
approaches, but each serves different purposes depending on the
network environment and research objectives. Benchmarking
provides highly accurate and measurable results under controlled
conditions. It is useful for comparing devices, protocols, and
network configurations. However, it requires a dedicated testing
environment and may not fully represent real-world network
dynamics.

Monitoring, on the other hand, focuses on observing live network
behavior in real-time. It allows network administrators to detect
faults, measure performance continuously, and respond to
anomalies quickly. Despite its practical advantages, monitoring may
introduce overhead and can be limited by the tools used for data
collection.

Simulation offers a flexible and cost-effective way to model and
evaluate networks before deployment. It allows researchers to test
multiple scenarios without physical hardware. This makes
simulation ideal for academic studies and protocol development.
However, its accuracy depends on the quality of the simulation
model and assumptions.

The qualitative ratings shown in Table 3 were derived from the
reviewed literature and based on five evaluation criteria: accuracy,
cost, flexibility, real-time analysis, and implementation complexity.
The terms High, Medium, and Low are used as relative indicators
rather than absolute measurements. To make this assessment
traceable rather than purely subjective, the last row of Table 3 lists
the specific studies from the reviewed literature that support the
rating assigned to each technique. Table 3 summarizes the key
differences between these three techniques.
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Table 3. Comparative Analysis of Network Performance Evaluation

Techniques
Criterion Benchmarking Monitoring Simulation
Accuracy High High Med.

Cost High Med. Low
Flexibility Med. Low High
Real-Time

Applicability No Yes No
Implementation Med. High Med.
Complexity
(Hofstede et al.,, | (vom Lehn et al.,
(Lietal., 2010; 2014; Lee et al., 2008; Varga &
Supporting Claffy et al., 2014; Barford & Hornig, 2008;
References 1995; Dovrolis Plonka, 2001; Henderson et al.,
etal., 2001) Abbasi et al., 2008; Villa et al.,
2021) 2024)

Ratings (High/Med./Low) are relative qualitative indicators derived from the
cited literature, not absolute measurements.

To translate this comparison into practical guidance, Table 4 maps
common network scenarios to the most suitable evaluation

technique.

Table 4. Recommended evaluation techni

ue by use case
Use Case Technique Justification
Controlled lab testing / . Highest accuracy,
protocol validation Benchmarking repeatable results
Live production Monitorin Real-time visibility,
network management & fault detection
Pre-deploymen"t . . Low cost, scalable
topology / capacity Simulation . .
. scenario testing
planning
. Hybrid (Monitoring + Combines live data
Large-scale dynamic . . . . .
) Simulation) / Digital with predictive
SDN/IoT environments . .
Twin modeling

This decision framework — in which the Digital Twin approach,
discussed in detail in Section H, is treated as a hybrid option —
allows researchers and network engineers to move directly from
the qualitative comparison in Table 3 to a concrete choice of
method based on their specific operational context, rather than
relying on general intuition.
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Based on this comparison, benchmarking is more suitable for
controlled experimental validation, monitoring is ideal for
operational network management, and simulation is the preferred
choice for research, testing, and future network planning.
Therefore, selecting the appropriate technique depends on the
specific goals, available resources, and network conditions.

8. FUTURE TRENDS

The rapid evolution of computer networks and communication
technologies has introduced new challenges in network
performance evaluation. Traditional techniques such as
benchmarking, monitoring, and simulation remain important;
however, emerging technologies are transforming the way network
performance is analyzed and optimized (Boutaba et al., 2018; Xie et
al., 2019).

One of the most significant future trends is the integration of
Artificial Intelligence (AI) and Machine Learning (ML) into
network performance evaluation (Mao et al., 2018; Tang et al.,
2016). Al-based systems can analyze large volumes of network data,
detect anomalies, predict failures, and optimize traffic management
automatically. This approach improves the accuracy and efficiency
of network monitoring and decision-making.

Another important trend is the adoption of Software Defined
Networking (SDN) (Feamster et al., 2014; McKeown et al., 2008;
Xia et al., 2015; Nunes et al., 2014; Hu et al., 2014). SDN provides
centralized control over network operations, making it easier to
monitor performance, manage resources, and implement dynamic
optimization strategies. Performance evaluation in SDN
environments has become an active research area due to its
flexibility and programmability, including dedicated comparative
evaluations of QoS-aware routing algorithms for centrally
controlled SDN networks (Guck et al., 2018), and the security
implications of this centralized control have themselves been the
subject of dedicated surveys (Ahmad et al., 2015; Scott-Hayward et
al., 2016).

Cloud computing and edge computing also represent important
areas for future performance evaluation (Lee et al., 2014; Barford &
Plonka, 2001; Rafique et al., 2020; Mao et al., 2017). As network
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services become more distributed, evaluating latency, resource
allocation, and service reliability across cloud and edge
infrastructures becomes increasingly critical. In addition, Digital
Twin technology is emerging as a promising approach for network
performance evaluation (Hui et al., 2023; Mihai et al., 2022; Wu et
al., 2021; Khan et al., 2022). A digital twin creates a virtual
representation of a physical network, allowing real-time analysis,
simulation, and predictive performance modeling. This technology
has the potential to combine the advantages of monitoring and
simulation in a single framework.

Recent work has begun to operationalize this concept. Li et al.
(2025) reviewed how generative Al techniques are being integrated
into network digital twins to improve their architecture and
predictive capabilities, while Banisadr and Hesselbach (2024)
proposed a novel architecture for deploying virtual network twins in
practice. Together with the emulation-based digital twin approach
of Villa et al. (2024) discussed in Section F, these studies suggest
that digital twin research is rapidly transitioning from conceptual
frameworks toward practical, deployable systems.

Finally, the growth of Internet of Things (IoT) networks presents
new challenges related to scalability, energy efficiency, and security
(Atzori et al., 2010; Al-Fuqaha et al., 2015). Future performance
evaluation methods must adapt to the large-scale and dynamic
nature of [oT environments.

Overall, future network performance evaluation will increasingly
rely on intelligent, automated, and adaptive systems to handle the
complexity of next-generation networks (Mao et al., 2018; Tang et
al., 2016).

9. LIMITATIONS AND COMPARISON WITH PRIOR
REVIEWS

While this review aims to provide a structured and comprehensive
synthesis of network performance evaluation techniques, several
limitations should be acknowledged. First, the systematic search
was limited to five databases; relevant work indexed exclusively in
other venues may not have been captured. Second, the review was
restricted to English-language publications. Third, although the
qualitative ratings in Table 3 are now linked to specific supporting
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references, they remain relative, literature-grounded assessments
rather than outputs of a standardized quantitative meta-analysis.
Fourth, this review focuses specifically on benchmarking,
monitoring, and simulation; adjacent evaluation paradigms were
discussed only where they intersect with these three techniques.
Finally, the four additional recent works on Al-driven and Digital
Twin-based evaluation (Li et al., 2025; Villa et al., 2024; Dhamala
et al., 2024; Banisadr & Hesselbach, 2024) were identified through
targeted manual search rather than the formal systematic protocol,
and were included on the basis of direct topical relevance rather than
a full screening procedure. In addition to the research gap outlined
in the Introduction, Table 5 explicitly compares the scope of this
review with the most closely related prior surveys identified during
the literature search, clarifying the specific gap this paper addresses.

Table 5. Comparison with prior surveys

Prior Survey Scope Key Limitation
vom Lehn et al. Comparison of No . o
(2008) simulation tools only benchmarking/monitoring,
no Al/Digital Twin
Tutorial on flow Focuses on flow-based
Hofstede et al. (2014) | monitoring monitoring only; no
(NetFlow/IPFIX) benchmarking/simulation
Foundational Predates SDN,
Jain (1991) performance analysis cloud/edge, Al-driven
methodology management
Monitoring: present Monitoring only; no
Leeetal (2014) and futureg i unified fra%newz])rk

As shown in Table 5, prior surveys have generally addressed
benchmarking, monitoring, and simulation in isolation, or have not
incorporated recent Al- and Digital Twin-driven developments. The
unified comparative framework (Table 3), decision-oriented
guidance (Table 4), and traceable rating methodology developed in
this review are intended to directly address these gaps.

10. CONCLUSION
Network performance evaluation is essential for ensuring the
reliability, efficiency, and quality of modern communication
systems. This paper presented a systematic review of three major
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evaluation techniques — benchmarking, monitoring, and simulation
(Kurose & Ross, 2021; Hofstede et al., 2014; Jain, 1991) —
analyzing their principles, strengths, and limitations. The
comparative analysis showed that benchmarking offers the highest
accuracy under controlled conditions, monitoring provides real-time
operational visibility, and simulation offers flexible, low-cost
scenario testing. Selecting the appropriate technique depends on the
research objectives, available resources, and network conditions,
while emerging technologies such as Artificial Intelligence,
Software Defined Networking, and Digital Twin systems are
expected to reshape future evaluation approaches. Future research
should focus on developing intelligent, adaptive frameworks
capable of handling the growing complexity of next-generation
networks.
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